[Tpunoxenue No 2

K 00s13aTeIbHON HHPOpMaALUU IS
pa3menienus Ha caiitte MBJIOY MO
r.Kpacnonap «Jlerckuii cag Ne 91y

NHO®OPMALIMOHHAS TIAMSATKA
JUISI OBYYAIOIIUXCS 1151 PASMEIEHUS
HA O®PULIUAJIBLHBIX MHTEPHET-PECYPCAX

C KaxIbIM TOJOM MOJIOJIEKM B HWHTEPHETE CTAaHOBUTHCS OOJbIIE, a
WIKOJILHUKU OJIHM W3 CaMbIX AaKTUBHBIX IOJib30Batresien PyHera. Mexny Ttew,
MOMHUMO OTPOMHOT0 KOJIMYECTBA BO3MOKHOCTEH, MHTEPHET HECET U MPOOJIEMBL.
OTa maMsaTKa J0JDKHA IOMOYb TeOe 0e30I1acHO HaXOAUThCS B CETH,

KomnbrorepHbie BUPYChI

KomnbroTepHblii BUPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOTPAMM,
OTJIMYUTEIILHOU OCOOCHHOCTHIO KOTOPOU SIBJISETCS CIIOCOOHOCTh K Pa3MHOXKEHHUIO,
B nononHeHne k 3TOMYy, BUPYChl MOTYT MOBPEAUTH WM MOTHOCTBE) YHUYTOXHUTH
Bce (pailyibl U aHHbIE, TOJAKOHTPOJIBHBIC TIOJIB30BATEIN0, OT UMEHH KOTOPOTO ObLiIa
3amyllieHa 3apa)KeHHas MporpaMma, a TaKkKe MOBPEIUTh WIH JaXe YHUUYTOXHUTh
OMEpalMOHHYI0 CUCTEMY CO BceMH (Qaiiamu B 1esoM. B OosbIIMHCTBE ciydaeB
pacupoCTPAHSAIOTCS BUPYCHI YEPE3 UHTEPHET.

MeToapl 3aUTHI OT BPEIOHOCHBIX MPOTPAMM:

1. Ucnionb3yii COBpEMEHHBIE ONEPAITMOHHBIE CUCTEMbI, UMEIOIINE CEPbE3HBIN
YPOBEHb 3aIIUTHI OT BPEAOHOCHBIX TPOTrPaMM;

2.IlocrosiHHO ycTaHaBnuBail mayTH (UU@POBBIE 3aIUIaTKH, KOTOPbIE
ABTOMATHYECKH YCTAHABJIMBAIOTCSA C LEJIbIO JOpaOOTKH MPOTrpaMMbl) M JPyrue
OOHOBJICHUSI CBOEM omepalmoHHON cucteMbl. CkauumBail HX TOJBKO C
opurmanpHoro  cairta paspaborumka OC. Ecmm cymecTtByeT — pexum
ABTOMATHUYECKOTO OOHOBJICHUS, BKIIIOUH €T0;

3, Paboraii Ha CcBOeM KOMIIbIOTEpPE TMOJ TMpaBamMH IMOJIb30BATENsl, a HeE
aAMUHUCTPATOpa. DTO HE IMO3BOJIUT OOJIBIIMHCTBY BPEJAOHOCHBIX MPOrpaMM
MHCTAJUIMPOBATHCS HA TBOEM MTEPCOHAIBHOM KOMITBIOTEPE;

4. Ucnionb3yl  aHTUBUPYCHBIE MPOrPAMMHBIE  MPOIYKTHl ~ U3BECTHBIX
IIPOM3BOIUTENIEH, C aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpannyb GU3HUECKUI TOCTYI K KOMIBIOTEPY JJIs1 TOCTOPOHHUX JIUIL;

6. Mcnonb3yil BHEIIHME HOCUTENU MH(OpMaIuu, Takue Kak (Quielika, TUCK
nin Gaiisl U3 UTHTEPHETA, TOJIBKO U3 MIPOBEPEHHBIX UCTOYHUKOB;

7.He oTkpwiBaii KOMMBIOTEpHBIC (ailyibl, MOTyYEHHBIE W3 HEHAIEIKHBIX
UCTOYHHUKOB. Jlaxke Te ¢aiiiibl, KOTOpbIE MpUCaN TBOM 3HAKOMBIH. Jlydie yrounu
y HETo, OTIPABJIsI JIU OH TeOe uX.

Ceru Wi-Fi

Wi-Fi - 510 He BUj nepeaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIL OPEHT,
mapka. Eme B 1991 rogy Huaepianiackas KOMIIAHHSI 3aperucTpupoBana OpeH]



"WECA”, uro o6o3nauaino cioBocoderanne «Wireless Fidelity», xoTopsrii
nepeBoautcs kak «oecripoBogHass TOUHOCTby.

Jlo Haiero BpeMeHH JIoluia apyras abOpeBuarypa, KOTopast sIBJASETCS TaKOU
ke TexHojorned. Dto abOpeBuatypa “"WIi-Fi”, Takoe Ha3Banwe OBLIO JaHO C
HAMEKOM Ha CTaHAapT BbICHICH 3BykoBOW TexHuku Hi-Fi, uro B mepeBoje
03HAYAeT «BBICOKAS TOUHOCTHY.

Jla, OecriaTHBIM MHTEPHET-IOCTYI B Kade, OTEIAX U a’pOIopTax SBISETCS
OTJIMYHOW BO3MOXXHOCTHIO BBIXOJa B MHTEepHET. HO MHOTHE PKCIEepPThI CUUTAIOT,
yto obmenoctynubiec Wi-Fi ceTr He ABISIOTCS O€30IaCHBIMH.

CoBeThl 110 6e30MacHOCTH paboThI B 00IIe0CTYTHBIX ceTsax Wi-Fi:

1.  He nmepenaBaii cBOIO JIMYHYIO HH(pOpMAIUIO uyepe3 odieaoctymnubie Wi-
Fi cern. Paboras B HUX, JKeJIaTeIbHO HE BBOJUTH MAPOJIH JOCTYIIA, JIOTHHBI U KaKHe-
TO HOMEpa,;

2. Hcnonb3yit u 0OHOBIISAM aHTUBHPYCHBIE MPOTPaMMBI U OpaHaMayep. Tem
cCaMBbIM Thl 00€30IacHIllb ce0sl OT 3aKaYKU BUpPYyca Ha TBOE YCTPONUCTBO;

3. Ilpu wucnonws3zoBanuu Wi-Fi oTkmoun ¢ynkiuo «OOmuUA 10CTynm K
daiimam u npuHTepam». JlaHHas (QYHKIUS 3aKpbITa MO YMOJIYAHHUIO, OTHAKO
HEKOTOPBIE TTOJIb30BATEIIM AKTUBUPYIOT €€ JUIsl yI00CTBa HCTIOIB30BaHMS B paboTe
i ydeoe;

4, He wcrone3yii nyonumunsii Wi-Fi aus mepegadn JTHYHBIX JaHHBIX,
HAIPUMeED ISl BBIXO/Ia B COIMAIbHBIE CETH UM B DJIIEKTPOHHYIO MOUTY;

5. Hcnonws3yih Tonbko 3amuineHHoe coenunenue depe3 HETPS, a ne
HTTII), 1.e. mpu HaGope BeO-aapeca BBoAM MMeHHO «Nttps://»

6. B moOuibpHOM Tenedone otkmoun Gynkuio «Iloakmouenne k Wi-Fi
aBTOMaTH4YeCKW». He nomyckail aBTOMAaTH4YECKOro IMOJKIIOUYECHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormacus.

CoumnajibHbIe CeTH

CoruanbHbIC CETH aKTUBHO BXOJIST B HAIy JKM3Hb, MHOTHE JIFOJIN PabOTaIOT

Y J)KMBYT TaM IIOCTOSIHHO, a B Facebook yxxe 3aperucTpupoBaH MUJLIHAP]T YETIOBEK,
YTO SIBJSICTCS OJTHOM CEIbMOM BCEX KUTEJIEH IUIaHEeThl. MHOrMe MOIb30BaTENN HE
MOHUMAIOT, YTO MH(pOpMAIUs, pa3MeIeHHass UMU B COIMAIBHBIX CETAX, MOMKET
ObITh HaliZleHa W HKCIIOJIb30BaHA K€M YrOJHO, B TOM YHCJIE HE 0053aTeIhHO C
OJlaruMu HaMEPEHUSIMHU.

OCHOBHBIE COBETHI TI0 OE30MTACHOCTH B COIMANIBHBIX CETSIX:

1. Orpannusb criucok Jpy3eil. Y 1e0s B Apy3bX HE JOJIKHO OBITh CIy4alHbIX
1 HE3HAKOMBIX JIIOJICH;

2.3amuiai CBOK YACTHYIO >KM3Hb. He ykaspiBall maponu, TenedoHsl,
ajpeca, JaTy TBOEro PpOXACHHS W JPYryl0 JIMYHYIO  HH(POpPMALHUIO,
31I0yMBITIUICHHUKH MOTYT HCITOJIB30BaTh Jake WH(HOPMAIIMIO O TOM, KaK Thl U TBOU
POJIUTENH TUTAHUPYETE MPOBECTH KAHUKYJIBI,

3. 3amminan CBOO PEMyTaInIo - IEPKH €€ B UMCTOTE U 3a7aBail ceOe BOmpoc:
XoTea Obl Thl, YTOOBI Jpyrue TOJB30BATEIM BUJEIH, YTO Thl 3arpykaemib?
[Tomymaii, mpekie 4em 4To-TO OMyOIMKOBATh, HAIIUCATh U 3arpy3UTh;



4.Ecau Tl TOBOpPUIIL C JIIOJIbMU, KOTOPBIX HE 3HACIb, HE UCIOIb3YH CBOE
peanabHOe UMS U JPYTYIO JIMYHYI0 UH(POPMALIMIO: UMS, MECTO KUTEIbCTBA, MECTO
y4eObl U poyee;

5. N36erait pasmemenus dotorpaduii B HTepHETE, T1€ ThI M300paKEeH Ha
MECTHOCTH, 110 KOTOPOIl MOKHO OIPEIEIIUTH TBOE MECTONOJIOKEHHUE;

6.[lpu peructpanuu B COLMAIBHOW CETH HEOOXOAMMO HCIOJIb30BATh
CJIOKHBIE MAPOJIU, COCTOSIINE U3 OYKB U IU(P U C KOJIMYECTBOM 3HAKOB HE MEHEE
8;

7. ns commanbaou cetu, [IOUTBI u gapyrux caidlToB HEOOXOIUMO
UCIIOJIb30BaTh pa3Hble Mapoiu. Toraa eciu Te0s B3JIOMAIOT, TO 3JI0YMBIIIUICHHUKU
MOJIy4yaT JOCTYI TOJIbKO K OJTHOMY MECTY, a HE BO BCE Cpa3zy.

DJIeKTPOHHBbIE IEHbI'U

ONEeKTpOHHbIE JIEHbIM - 3TO OYEHb YJOOHBIA CIOCOO IIaTeXel, OJHAKO
CYILIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTSAT MOJIYUYUTh 3TH JICHBIH.

DNEKTPOHHBIE IEHBI'U NOSIBUIMCH COBCEM HEJJABHO M UMEHHO M3-3a 3TOTO BO
MHOTMX FOCyAapcTBaXx 10 CUX MOP HE MPOIUCAHO MPO HUX B 3aKOHAX.

B Poccuu sxe oHM (QYyHKUIMOHUPYIOT U O HUX YXK€ MPOIMUCAHO B 3aKOHE, IJIe
UX pa3leisloT Ha HECKOJIBKO BHUJIOB - aHOHUMHbBIE M HE aHOHUMHbIE. Pa3Huna B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs MPOBOJUTh ollepaunu 0e3
UJCHTU(UKAIMY T10Ih30BaTENs, & B HE aHOHUMHBIX WJECHTU(UKAIUS TTOJIb30BATEIS
SBIIAETCS 0053aTENBLHOM.

Takke craemayeT pasznuyaTh dJEKTPOHHbIE (uaTHble JCHBIM (PaBHBI
rOCYJapCTBEHHBIM BaJll0TaM) U DJICKTPOHHBIE HE (UATHBIC JCHBIUM (HE PaBHBI
rOCYJJapCTBEHHBIM BaIIOTaAM).
OcHOBHBIE COBETHI IO 0€30MaCHOM padOTe ¢ IEKTPOHHBIMU JIEHbrAMU:

1.TTpuBsxu K cueTy MOOMITbHBIN TeePoH. ITO camblid YAOOHBIN U OBICTPBIT
Croco0 BOCCTaHOBHUTH JOCTYN K cueTy, lIpuBsizaHHbIA TenedOH MOMOXKET, €ClIU
3a0yJienib CBOM IUIATEXXHBIM Mapoib WIM 3aijielllb Ha CalT ¢ HE3HAKOMOTIO
YCTPOWCTBA,;

2.Vicnone3y#h omHOpa3oBbie maponu. Ilocie mepexoga Ha YCHWICHHYIO
aBTOpH3alUIO0 TeOe yxe He OyJeT yrpoxkarb OMACHOCTh KpakM WIM IepexBaTa
IJIATEKHOTO MapoJIs;

3. Boibepu cnoxsblii maposns. IIpectynHukam Oyner He MpPOCTO yraaatb
CJIOXHBIN naposb. HagesxxHsle maponu - 3To napoiu, KOTOpbIE COEepkKAT HE MEHEe
8 3HAKOB W BKJIIOYAIOT B c€0s CTPOYHBIE W TMPOMUCHBIE OYKBBI, IUGPHI U
HECKOJIbKO CMBOJIOB, TaKM€ KaK 3HAaK JoJuiapa, GyHTa, BOCKIUIATEIbHBIA 3HAK U
T.IL
Hampumep, StRONg!;;

4. He BBOOM CBOM JMYHBIE JAHHBIE HA CaWTax, KOTOPBIM HE JOBEPSCIIb.

DJIeKTPOHHAS MOYTA

DneKTpoHHAs MoYTa - 3TO TEXHOJOTHUS U MPEJOCTABIIIEMBIE €0 YCIYTH 10
MEPECHUIKE U MOJIYYCHHUIO DJIEKTPOHHBIX COOOIIEHUMN, KOTOPBIE PACTIPEEIISIIOTCS B
KOMIBIOTEpHOU ceTu. OOBIYHO SJEKTPOHHBIM TMOYTOBBIM SIIUK BBITJISIUT



CIeNyIOUMM  00pa3oM: UM _MOJb30BaTeNsA(@uUMs_joMeHa. Takxke Kpome
nepeayu mpocToro TeKCTa, MMEETCSl BO3MOXKHOCTh TiepeaBaTh (paiibl.
OcCHOBHBIE COBETHI 110 O€30MAaCHON PadOTe C AIEKTPOHHOU MOYTOIA:

1. Hano BbIOpaTh NpaBWIBHBINA MOYTOBBINM cepBUC. B uHTEepHETEe ecTh
OTPOMHBIN BBIOOp OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIlIEe OBEPSThH TEM,
KOT'O 3HACIb U KTO MEPBBIA B pEUTUHTE

2. He ykaspiBaii B JMYHOW TouTe JHYHYH HHpopmaiuioo. Hampumep,
Jy41ie BeIOpaTh «My3bIKaJIbHBIN (haHaT(@» nian «pok21I3» Bmecto «iemal3»;

3, Wcnonb3yil ABYX3TAMHYIO aBTOPU3ALMIO. DTO KOTJa MOMUMO MapOis HYXHO
BBOJIUTH KOJI, TpUCHIIaeMbIii 1o SMS;

4, Bri0epu croxHbIN mapoib. s KakI0ro MOYTOBOTO SAITUKA JOJKEH OBITh
CBOM HAJIC)KHBIN, YCTOMYMBBIN K B3JIOMY M1apOJb;

5. Ecau ecThb BO3MOXHOCTh HANMCaTh CaMOMY CBOM JIMYHBIH BOIPOC,
HCTIOJb3YH 3TY BO3MOXHOCTD;
6. HMcnosip3yil HECKOJbKO TIOYTOBBIX SIIUKOB. [IepBbIii JjIsi 94acTHOM

MEPENUCKHU C aJpecaTaMy, KOTOPBIM Thl JIOBEPSCIIb. DTO 3JEKTPOHHBIA aIpec HE HAJI0
MCIIOJIb30BaTh IPU PETUCTPALIMU Ha opyMax U caifTax;

/.  He ortkpbiBaii (aiiyibl U JAPYrHe BIIOKEHHUS B MUChbMax, JaXe €CIU OHHU
OPULIUIM OT TBOMX JApy3ei. Jlyuiie yTOuyHM y HHUX, OTIpPaBIISUIM JIW OHM TeOE ITH
(aiinsi;

8. Tlocme okoHuaHuWs pabOThI HAa IMOYTOBOM CEPBUCE TEPEI 3aKPbITHEM
BKJIAJIKH C CAiTOM He 3a0y/ib Ha)KaTh Ha «BBIATHY.

Kun0epOyniiMHI WJIM BUPTYaJlbHOE U31€BATEJIbCTBO

KubepOymummar -  mpecienoBaHue  COOOIICHUSMH,  COJEPIKAIIUMH
OCKOpOJIeHMS, arpeccuro, 3aIlyTrMBaHUE; XYJIUTaHCTBO; COLIMAJIBHOE
OOMKOTHPOBAHUE C TOMOUIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO OOpHOE C KNOEPOYIIIUHTOM:

1. He 6pocaiics B 60i1. Jlyummii crmoco6: mocoBeTOBaThCA Kak ceOsi BECTH

U. €CJIM HeT TOro, K KOMY MOKHO OOpaTUThCS, TO BHayalle yCIOKOUThC. Eciu Th
HayHEUIb OTBEYaThb OCKOPOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO €lle OoJblie
pazoAOKellb KOHQIIHUKT;

2. VYpasnsii cBoeil kubeppemnyTaiuei;

3. AHOHMMHOCTH B ceTu MHUMas. CyIIeCTBYIOT CIIOCOObI BBIICHUTB, KTO CTOUT
32 aHOHUMHBIM aKKayHTOM;

4.  He cTouT BecTH XyJUTaHCKUN 00pa3 BUPTyaJIbHOM Xu3HU. HTepHET
¢ukcupyeT Bce TBOU JIEHCTBUS U COXpaHsAeT UX. YIaluTh HUX OyAeT KpaiiHe
3aTpyAHUTEIBHO;

5. Cobmrofaii CBOIO BUPTYAIbHYIO Y€CTh CMOJIOY;

6. Urnopupyii emuHu4HbI HeratuB. OJHOpPA30BbIE OCKOPOHMTEIIbLHBIC
COOOIIEHMST JIydlle WrHopupoBaTh. OOBIYHO arpeccHs MPEeKpallaeTcs Ha
HadYaJIbHOU CTaJNU,



/.  bau arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIICHUSIMH,

B COIMAIBHBIX CETSAX €CTh BO3MOXKHOCTh OJOKHPOBKH OTIPABKUA COOOIICHHH C
OTIpEICTICHHBIX aJIPECOB;

8. Ecmu THI cBumerens KubepOymamHpa. TBOM AEHCTBHS: BBICTYIIHTH
MPOTHUB TIpECcleIoBaTEeNsI, TOKa3aThb €My, 4YTO €ro JeWCTBHS OIICHUBAIOTCS
HEraTHUBHO, TOJJIEPKATh XKEPTBY, KOTOPOM HYKHA TCHUXOJOTHYECKAs MOMOIIIb,
COOOIIUTH B3POCITBIM O (PAKTE arpecCUBHOTO TTOBEICHUS B CCTH.

2. Tloxkanyiicsi aAMUHUCTPATOPaM WIPbl Ha TUIOXO€ TOBEJCHHUE 3TOTO MIPOKA,
KeNaTeIbHO PIIIOKUTh KaKHe-TO J0Ka3aTeIhCTBA B BUJIC CKPUHOB;

3. He yka3siBaii muunyro nHGOpMaIuio B mpodaiine urpsi;

4. YBaxkail Apyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii HeodumaabHbIe TATYU U MOJIBI;

6. Micnionp3yii closKHBIE B pa3HbIe Mapoy;

7. Jlaxxe BO BpeMs UTPhl HE CTOUT OTKIIIOYATh aHTUBHUPYC. [loka ThI WTrpaenisb,
TBOW KOMIIBIOTEP MOTYT 3apa3UTh.

@OUIIEHT WM KPaka JHIHBIX JaHHBIX

OObIYHOM KpaXkel JCHET U JOKYMEHTOB CETrOJIHSI YK€ HUKOTO HE YIAUBUIIIb,
HO C pPAa3BUTHEM HWHTEPHET-TEXHOJOTUN 3JI0YMBIIUICHHUKNA TEPEMECTHIIUCH B
WHTEPHET, U TIPOJIOJDKAIOT 3aHUMATHCS «JTFOOMMBIMY JICIIOM.

Tax mosBWIach HOBas yrpo3a: WHTEPHET-MOIICHHUYECTBA WM (DUIIUHT,
TJIaBHAs 1€Jb KOTOPOTO COCTOUT B TOJYYCHUH KOH(PUACHIIMAIBHBIX JaHHBIX
MOJIb30BaTENICH - JIOTMHOB | mapojeit. Ha anriuiickom sizbike phishing uurtaercs
kak ¢ummHr (ot fishing - peioHas o, password - napons). OCHOBHbBIE COBETHI
1o 0opb0Oe ¢ (PUITUHTOM:

1.  Cnenu 3a cBouM akkayHTOM. Eciu Thl mogo3peBaeiib, 4TO TBOS aHKETa
OblJIa B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKHPOBATh €€ U COOOIIUTh aIMUHHCTPATOPaM
pecypca 00 3TOM Kak MOYKHO CKOpEe;

2.  Hcrmonp3yii 6e30macHbie BeO-CaiiThl, B TOM YHCIIC, HHTEPHET-Mara3nHoB
Y TIOMCKOBBIX CHCTEM;

3. Wcnonb3yll cioxHble W pa3Hbie mapoiu. Takum oOpazom, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBINIJIEHHUKH TOJY4aT JOCTYN TOJBKO K OJHOMY TBOEMY
po IO B CETH, a HE KO BCEM;

4. Ecnin Tebs B3IOMAIM, TO HEOOXOAUMO IPENYIPEAUTH BCEX CBOMX
3HaKOMBIX, KOTOpbIE JOOABJICHBI Y TEOS B IPY3bsiX, O TOM, YTO TE€OS B3JIOMAIH H,
BO3MOXHO, OT TBOEr0 HMEHH OyJeT pacchUlaThCsd CIlaM W CChUIKM Ha
(UIIMHTOBbIE CaNTHI;

5. Vcranosu Hagexubii napoas (PIN) Ha MoGMIbHEI TenedoH;
6. OTkiII0uM COXpaHeHHe MapoJis B Opaysepe;

/. He otkpbiBaii (ailasl ¥ Apyrue BIOKEHUS B MUCHMAx, JaXe €CIH OHH
NPUIILIKA OT TBOUX Jpy3eH. Jlydille yTouHU y HUX, OTHPABIISIN JIM OHU TeOe TU
(baiisl.

udposas penyrauus



[Mudposas pemyranust - 3T0 HEraTUBHAs WM MO3UTHBHAasg MH(poOpMalus B
cetu o tebe. Kommpomerupyromass uHdopmanus, pasmenieHHas B WHrepHeTe
MOKET CEphE3HBIM 00pa30M OTpa3UThCS Ha TBOEW peanbHOU xu3HU. «{udposas
penyTanus - 3T0 TBOM UMUK, KOTOPBIN hopmupyeTcs: u3 nHdopmarmu o Tebe B
UHTEpHETE.

TBoe mMecTo xuTeNbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHUE, OCOOEHHOCTH
XapakTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAIUIMBAETCS B CETH,

MHorue mOAPOCTKH JIETKOMBICIEHHO OTHOCATCS K MNyOJUMKAluu JIMYHOU
undopmarun B MHTEepHETE, HE TMOHMMAash BO3MOXHBIX TMOCHEACTBHM. Thl Jaxke He
CMOJKEIIb JIOTaiaTbCcsi O TOM, 4TO (ororpadusi, pasMeilleHHas 5 JeT Hazajl, crajia

NPUYUHON OTKa3a MPUHATH T€Os Ha padoTy.

KomMmeHnTapuu, pa3menienre TBoux (pororpaduii u apyrue AecTBUS MOTYT HE
UCYE3HYTh JaKe MOCJE TOr0, KaK Thl X yJIalullb. Thl HE 3HACIIb, KTO COXPAHUII 3TY
uHbOpMaIHIO, TOMaja JU OHAa B TOWCKOBBIE CHUCTEMBl U COXpPAHWJIACH JIM OHA, a
IJIABHOE: YTO MOAYMAIOT O Te0e OKPY’KaIoIKe JII0AU, KOTOpbIe HAlAYT U YBUIAT 3TO.
Haiitu wuHdoOpmanuio MHOro JeT CHOycTs CMOXET JII0O0OW - Kak U3 J00pbIX
noOyXI€HHU, TaK U C HAMEPEHUEM TPUUYUHUTD BPEl. ITO MOXKET ObITH KTO YTOAHO.

OCHOBHBIE COBETHI M0 3aIUTE HU(POBOM pEIyTALIMHU:
1. Tlogymaii, mpexae 4eM 4YTO-TO MyONMKOBaThH W TEpeaaBaTh y ceOs B
OJI0T€ WU B COIIMAIBHON CETH;
2. B Hacrtpoiikax npoduis yCTaHOBH OTPaHUYEHHUS HA MPOCMOTP TBOETO
npoduiIs U €ro COAECPKUMOTr0, Cleal TOJIBKO «JIJIs Ipy3ei»;
3. He pa3memaii u He yka3biBail HHPOPMALIMIO, KOTOpasi MOKET KOT0-IT1u00
OCKOPOJISATH MK OOMKATh.
MooOuibHbIi TeaedoH
CoBpemeHHbIE cMapT(OHBI U TJIAHIIETHl COAEPKAT B ce0e BIOJHE B3POCIBIii
GyHKIIMOHAJI, W TeNepb OHU MOTYT KOHKYPHUPOBaTh CO CTallMOHAPHBIMU
KoMIbloTepamu. OJIHAKO, CPEJICTB 3aIIUTHI JIJIsl TOJOOHBIX YCTPOMCTB MOKa OYEHB
Mano. TecTMpoBaHME M TMOUCK YSI3BUMOCTEl B HHUX MPOUCXOJUT HE Tak
uHTeHCcHBHO, Kak s [1K, To ke camoe KacaeTcss U MOOMIIBHBIX MPHUIIOKEHUM.
CoBpemMeHHBIE MOOWJIbHBIE Opay3epbl YK€ MPAKTUYECKH JIOTHAIIU
HACTOJIbHBIE aHAJIOTH, OJIHAKO paclIupeHHe (PYHKIMOHAa BJIEYET 3a COOOM
OOJIBIIYIO CIOKHOCTh U MEHBIIYIO 3aIUIIEHHOCTb.
Jlaneko He Bce MPOUM3BOIUTENN BBIMTYCKAIOT OOHOBJICHHUSA, 3aKPHIBAIOIINE
KPUTUYECKHUE YSA3BUMOCTH JIJIsl CBOUX YCTPOUCTB.
OCHOBHBIE COBETHI JiJIsi 6€30MaCHOCTU MOOMIIBLHOTO TenedoHa:
Huuero He siBisieTcst mo-HacTosieMy OecruiaTHbIM. Bylib ocTopoxkeH, Belb
Korja tebe mpeiaraloT OecIiaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKue-
TO TUIATHBIE YCIIYTH;
Hywmaii, mpexxne uem otrpaBute SMS, poto wimm Bunmeo. Tel TOYHO 3HACTIID,
r7ie OHU OyAyT B KOHEYHOM UTOTE?
Heobxoanmo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETO CMapT(OHa;
Wcnons3yit aHTUBUPYCHBIE TPOTPaAMMBI J1s1 MOOUJTBHBIX TeI€(OHOB;



He 3arpyaii NpuiaoKeHHs OT HEHU3BECTHOIO MCTOYHHUKA, BEIb OHU MOTYT
coziepKaTh BPEIOHOCHOE MTPOrpaMMHOE 00eCTIEUeHHE;

[locne Toro xak Thl BBIMJEUIb C CailTa, rJ€ BBOAWI JIMYHYIO WH(OpMALUIO,
3aiiTi B HACTPOWKH Opay3epa u yaanu cookies;

Ilepunonnuecku MpoBepsiii, KaKUe IJIATHBIE YCIYI'M aKTUBUPOBAHbI HA TBOEM
HOMeEpE;

JaBaii cBoil HOMEpP MOOWJIBHOTO TelepOHA TOIBKO JIIOJSM, KOTOPBIX TbI
3HACIIb U KOMY JOBEPSEUIb;

Bluetooth nmomxen ObITH BBIKIIOYEH, KOT/Ia Thl UM HE MOJb3yemibcs. He
3a0bIBail HHOTIa TPOBEPATH ITO.

Online urpsi

CoBpeMEHHBIE  OHJIAMH-UTPBI - 3TO  KPAacOYHbIE, 3aXBaThIBAIOIIUE
pa3BiieyeHUsl, OOBEIMHAIONIME COTHU ThICSY YEJIOBEK MO BceMy mupy. Urpoku
UCCIIEYIOT JaHHBI UM MHUp, OOIIAIOTCS APYr C APYroM, BBINOJHSIOT 3a/JaHusl,
CPAXKAKOTC C MOHCTPAMH M IIOJIy4arOT OIBIT. 3a YJOBOJBCTBUE OHM IUIATAT:
HNOKYIAIOT JUCK, OIUIAUYMBAIOT A0OHEMEHT WK IPUOOPETAIOT KAKUE-TO OILUH.

Bce aTu cpeacTsa uayT Ha NOAJIEPKAHUE U PA3BUTHE UTPBI, a TAKKE HA caMy
0€30MacHOCTh: COBEPLIEHCTBYIOTCS CHUCTEMbI aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
naTuu (HUQPOBBIC 3aIIATKHU AJIS1 IPOrpaMM), 3aKpPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogoGHBIX urpax CTOMT oOIacaTbCsi HE CTOJIBKO CBOUX COIEPHHUKOB,

CKOJIBKO Kpa)XKM TBOEM IapoJjisi, Ha KOTOPOM OCHOBaHAa CHUCTEMa aBTOPHU3AINH
OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOTO aKKAYHTA;

1. Ecnu apyro# urpok BeaeT cedsl TUI0XO0 WA CO3/1aeT TeOe HEeMPUSTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

ABTOpCKOE IpaBo

CoBpeMEHHBIC IIKOJIBHUKA - aKTHBHBIC II0Jh30BaTeIN  IH(PPOBOTO
npoctpancTBa. OpHAKO MaleKO HE BCE 3HAIOT, YTO TIOJH30BAHWE MHOTUMU
BO3MOXHOCTSIMH  ItudpoBoro  mupa  TpeOyeT  CoOONIOJAeHUsT TMpaB  Ha
WHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb,

TepMuH «UHTEIUIEKTyalbHasi COOCTBEHHOCTB» OTHOCHUTCS K Pa3Iu4YHBIM
TBOPCHHSM 4YEJIOBEUECKOTO yMa, HadyWHAs C HOBBIX H300pPETCHHMA W 3HAKOB,
0003HaYaIOMUX COOCTBEHHOCTh HA MPOIYKTHI M YCIYTH, U 3aKaHUYUBAs KHUTAMH,
dboTorpadusmu, KHHOGUIEMAMHA U MY3bIKAJIbBHBIMU MTPOU3BEICHUSIMH.

ABTOpCKHE TpaBa - 3TO MpaBa HA MHTEIUICKTYaIbHYIO COOCTBEHHOCTH Ha
MPOU3BEACHUS HAYKH, JINTEPATYpPhl U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYIAIOT B
KayeCcTBE TapaHTUH TOTO, YTO WHTEJUICKTYaIbHBIM/TBOPUCCKUNA TPYJ aBTOpa HE
OyZeT HampacHBIM, JacT €My CIpaBeIJIUBBIC BO3MOXHOCTH 3apaboTaTh Ha
pe3ynbTaTax CBOETO TPy/Aa, MOJYYUTh W3BECTHOCTh W mpusHaHue, Hukrto 06e3
pasperieHusi aBTopa HE  MOXET BOCHPOM3BOJUTH €Tr0  MPOU3BEJICHHUE,
pacmpocTpaHsiTh, NYyOJIMYHO JEMOHCTPUPOBATH, IMPOJIAaBaTh, HMMIIOPTUPOBATD,
yCKaTh B MPOKAT, MyOJMYHO HMCIOJHATH, IMOKA3bIBATH/MCIIONHATh B dPUPE HIN
pasMmeruars B MIHTEpHETE.



Hcnonb3oBaHue «IUPATCKOT0»  MPOTPAaMMHOTO  OOECICYEHHUS  MOXKET
NPUBECTH K MHOTUM pHCKaM: OT TOTEpH JaHHBIX K TBOUM aKKayHTaMm 0
OJIOKMPOBKM TBOEr0 YCTPOMCTBA, I'Jie YCTAHOBJIEHA HelierajbHas mporpamma. He
CTOWT TakKXe 3a0bIBaTh, YTO CYIIECTBYIOT JIETAIbHBIC M OECIUIATHBIE TTPOTPAMMBEI,
KOTOpbIE MOYKHO HalTHU B CETH.

O nopraJie

CeteBu4oK.pd - TBOM IJIaBHBIM COBETYUK B CETU. 3/1€Ch Thl MOXKEIIb y3HATh
0 0€30MacHOCTH B CETU MOHATHBIM U JIOCTYIHBIM SI3bIKOM, & MIPU BOBHUKHOBEHUU
KPUTUYECKON CUTyaIluu OOpaTUTHCS 32 COBETOM. A TakKe MPHUHATh Y4acTHE B
KOHKYpCax U CTaTh CaMbIM ITUGPOBBIM I'PpaKJaHUHOM !
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